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Peel oO DUET ION 


The area of combat modelling has evolved over the years 
from simpl= board games to highly sophisticated combat 
Simulation models. The awareness of the complexity of tne 
combat process in developing a ccmbat simulation model is 
very important. Early model developers concentrated their 
efforts on homogeneous, force on force engagements, however, 
the nesd to understand the effects of different force sizes, 
*ertain changes, doctrine, and the increased technological 
advances in weaponry and electronics, forced model 
developers to expand the scope or the models being 
developed. 

Because of a lack of operational data, effectiveness of 
weapons systems has often been estimated for use in combat 
Simulations. Often military planners rely upon these 
Simulations to provide guidelines for the decision process. 


However, at the same time, military planners must be careful 


Meee -O Utilize these simulations to predict the precise 
Become Of a particular battie. 

As combat modelling has evolved, various modelling 
techniques have peen ela zZied to Simulate The 
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Characteristics of the combat process. Also, analysis has 
been performed on the results generated by these modeis. 
This analysis has resulted in improved models that nore 
realistically simulate the combat process. The Simulation 
of Tactical Alternative Responses (STAR) Model 1s an example 
of the evolved combat simulation model. Over +he years, 
STAR has been developed through the efforts of many graduate 
students and faculty at the Naval Postgraduate School. 
Geil recently, however, one important aspect of combat 
warfare, namely Electronic Warfare (EW), had not been 
incorporated into the complete version of the STAR model. 
SPAR , like many combat simulation models, regarded 
communications aS a guaranteed process and therefore ignored 
r= concept of electronic warfare. The military planner can 
Mee aitford to neglect the impact of impaired communications 
on the battlefield. United States forces reéeiy almost 
entirely upon some type of radio communicaticns for command 
ao }6<COntrol during battle and therfore must protect 
communications links against electronic warfare measures and 
learn to operate in an active EW environment. Threat forces 
concentrate on training and research into the active use of 


DM. The use Ceemecharie during the 1968 invasicn of 
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Czechoslovakia to confuse European radar operators, and the 
various EW measures used in the Arab-Israeli War of 1973 
demonstrate the intentions of the Soviet forces to actively 
use EW on the modern battlefield. 

At the present time, a model of electrecnic warfare has 
been developed for incorporation into the complete version 
See the STAR Model. The purpose of this thesis was to 
analyze the EW module and its interaction with the STAR 
model to determine EW's effect on the outcome of the 
Simulation. Several experiments were designed to heip in 
the analysis and will be discussed in Chapter V, YI, VII, 
aoe VIII. BEXperiments involving position changes of the EW 
elements, and varying the EW tactics employed were performed 
Bemgenerate data for the analysis. The intent of this study 
Was to better understand EW effects in combat and the impact 
of the addition of EW to a high resolution combat Simulation 
model, as well as to validate and suggest enhancements to 


the current operating electronic warfare module. 
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MeeOVERVIGW OF THE SEBULATION OF TACTICAL ALTERNATIVE 


= ee ee ee ee ee ee eee eee ee eee SS SO ee Pe Se SS Oe Se ES 


The Simulation of Tactical Alternative Responses (STAR) 
Model is a high resolution, next évent Simulation of a 
combined arms battle between Blue and Red forces at Brigade 
level and lower on a conventional battlefield. The model is 
currently under development at the Naval Postgraduate 
Benool. The STAR model was developed to provide an event 
Simulation model to aid in evaluating weapons and tactics. 
The model is written in the Simscript computer language, 
level II.5, to take advantage of the powerful statistical 
and simulation tools this language can provide. Simsensot 
is designed for use in the simulation of discrete events and 
its free form syntax makes programs easily understandable by 
mime wSer. Internal to the Simscript lianguase is an 
Seat cy-attribute structure whereby a single entity can be 
described using numerous attributes that are designed to 


Meseribe that entity throughout the simuliaticn. fae 


7) 


provides for easy access of these attributes during the 


Simulation. 
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The STAR mod2l contains many subdivisions ("modules") 
that are a result of the combined efforts of the faculty ana 
students at the Naval Postgraduate School. The major 
subdivisions of the mcdel are: 

e Air 
e Air Defense Artillery 
e Communications and Electronic Warfare 
e Dismounted Infantry 
meereveld Artillery 
® Ground Battle 
e Tactical Movement 
ee bersalin. 
The level of resoluticn runs the entire facet of the modern 


Beect2t.eld down to the individual weapon. The=soran od el 


f2) 


Meovides a great deal of flexibility through user input data 
for the model. For example, as was performed in this stuay, 
the electronic warfare elements were given the ability to 
perform different types of EW actions against specified nets 
Bee Manipulating EW.CREATE, the routine in which these 
Sues Dutes were read. iis De further discussed in 


Mae cc> III in this thesis. Output Lezethe= STARVmodel is 


equally flexible and can be manipulated by the user. This 
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lends itself to easier data analysis because the user can 
@enrcol the output, which consists of a detailed listing of 
indirect and direct fire, aircraft data, communication 
attempts, electronic warfare missions and periodic updating 
Memthe status and position of all units in the simulation. 
Terrain in the STAR model is represented functionally as 
a series of hills which are ellipsoids in the horizontal 
cross section and have tne techaracteristic Gaussian 
bell-shaped curve in the vertical cross section. Maen hae 
has séven parameters which result ina parametric terrain 
surface represented at every point in the battlefield. 
Rivers, built-up areas, and foliage are also modeled. The 
communications module of the STAR has the capability to 
decrease the quality of communications through propagation 
loss due to foliage. However, the assumption was nade that 
frequency modulated communications (30-76 Mhz rang¢) are not 
Significantly influenced by foliage and thus propagation 
loss Calculations were not included. The height of terrain 
Meys an importan= factor in the caiculaticon of iine of 
Sight between two entities. In the STAR modei th® maxinua 
height at any point on the terrain is the maximum height of 


ali hills that have an influence at that point. LIne sor 
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peegin= (LOS) is computed beginning at the top of the observer 
Se tTadio antenna. The maximum fraction of the target 
visible due to defilade is first computed and then every 
hill is checked between the observer and the target to 


det 


(D 


cmine whether any hill has further decreased target 
visibility. If the target visibility fraction decreases to 
Memeo, then LOS does not exist and any action concerning the 
appropriate entities is cancelled. For amore detailed 
@escr.ption of terrain modelling in the STAR nodel, see 
Reference 1. 

Events within the version of the STAR Model employed for 
this thesis, are dependent upon discrete time intervals. 
For example, the event STEP. TIME incrementally updates the 
position of every element on the battlefield and then checks 
line of sight between each Baws OL “OppOSang forees. 
HOWSVEL, «he most current version of the STAR model no 


momger dépends upon the STEP.TIMZE concept, but rather tke 


iD 
<j 
@M 
eo | 


ts are sequenced for each element. If LOS exists, then 
atime +o detection is scheduled dépendent upon numerous 
factors on the battlefield. If the time to detect is less 
Siat thirty seconds, a detect is scheduled, and an 


assessment is made to determine if the detection has 





Eeeutweed Mr a lucrative target acquisition for either side. 


TE a detect is not scheduled, the detector will try again 


Within the next thirty second time interval to make a 


detection. Once ail actions are completed within the 
scheduled time period, the internal time clock of the 
Simulation is advanced and the detection process is 


mietiated again. 

Tactical movement within STAR is simulated by the ground 
movement routines which are responsible for updating the 
position of vehicles which are moving on the battlefield 
during the simulation. The movement routines are designed 
to allow a variety cf different movement modes to interface 
Mech the terrain model. Reference 2 contains a detailed 
Seecrtption of th2 ground movement routines utilized in 
Senin « 

The STAR modei was initially developed by Wallace and 
memewood [ R2r. 3]. In their thesis, "Simulation of Tactical 
Alternative Responses", Wallace and Hagewocd set up the 
Metal STAR mod2l which played a biue ccmnpany in tne 
G@=tense under attack by a red battalion. The first addition 
tO the original modei was a field artillery module, the 


basis for this module provided by a thesis written by 
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Starner {Ref. G}]. In this thesis, Starner developed a 
two-sided field artillery stochastic simulation of both the 
red and blue battalion artillery. 

Another module added +o STAR was &@ route selection 
module which was based on a thesis by Kramer {[Ref. 5]. In 
his work, he developed a deterministic simulation model fer 
dynamic tactical route selection based upon the route 
selection technique used in the DYNTACS simulation model. 

In his thesis, Broussard developed a dynamic nodel for 
the tank commander's target selection process, based ona 
Survey cf numerous tank gunners in the fields [Ref. 6}. 

Initially, communications on the battlefield was assumed 


to pe of little conseguence and a guaranteed presence on the 


Poae-letfield. In separate, but related, efforts Haislip 
{Rert. Paeand Olson { Ref. 8] developed communications 
meme ones for addition to the STAR model. Siete “Channel, 
frequency modulated (FM) communication routines were 


developed which now serve as a basis for the communications 
MoegdlL> whicn has been incorporated into «he STAR model. slg) 
Seger fOr units to communicate, EaAgeos WS <. De Created Loz 


the entities within the model at the same time that they ars 


created as battlefield entities. Haislipts thesis also 


ie 





Beovided a basis for the electronic warfare routines which 
have been developed fcr the STAR nodel. These routines are 
discussed in detail in Chapter III of this thesis. 

Current limitations of the model include tie lack of 
engineer support and logisticai Support activities. These 
functions are considered as eésséential elements within the 
battlefield arena but to date have not been simulated within 
the model, however, they are currently under development. 
Another limitation to the STAR szodel is the lack of dynanic 
route selection by elements on the battlefield. Presently, 
units are assigned specified movement routes and with no 
Piext bility to alter from these routes. Also included in the 
metetations of the model is the inability of the electronic 
warfare nodule to simulate sweep jamming. A detaiied 
description of this electronic warfare module will be 


covered in the next chapter. 


ve 





Mite oceans ShOnmeor THE TELECTRONIC WARFARE MODEL 


A. BACKGROUND 


mae use of eleéctrenics on the battlefield affords the 
commander the capability «o control and maneuver his forces 
with great Eve ceo 1at y alban ate! battle. Therefore, 
communications have become especially important and 
essential in the command and control of eiements on the 
Dactlefield. For example, when a target appears to ae 
lucrative to several different fecld Wareiiler, weapon 
systems, a command decision must be made to allocate a 
particular weaoon systen WeOne tes target. Information 
Concerning this target must be transmitted to a decision 
Meeer, and in turn, after a decision is made, an allocation 
of the weapon system to be utilized against the target nust 
be transmitted to the weapon user. These allocations are 
usually transmitted via some communications lank. 

Through the Oeil Zect en = OF specialized equipment, 
communication Seensotie "255 Can be intercepted and anaiyzed. 
Listening to and locating the source of the opposing forces 


communication devices can provide the tactical commander 
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with indicators about the enemy. These indicators may 
include the magnitude of the enemy torce, the eneny's 
Mmaeent+icns, technical infcrmation for disrupting the eneny's 
electronic devices, and other information that may be useful 
in developing the order of battle. Intelligence derived 
eeeme2nformation obtained through the utilization of such 


specialized equipment, called Signal Intelligence (SIGINT), 


je 


S$ an indispensible input to the commander's estimate. 
Peeeection finding equipment can provide approximate loctions 
of enemy radio and radar antennas, as well as artillery and 
tear echelon postions. This information can assist in 
determining enemy movements, disposition, and targeting data 
mer, 9}. This 1s but a small example of the capabilities 
Meer lLexibility provided by that aspect of the battlefield 
called electronic warfare. 

The increased dependence on communications at each level 
of command has created a strong COnEGeCEn Los tne 
SULVivability, dependability, and accuracy of any 
communications system. Te properly safeguard ccmmunicaztions 
rrom 2xploitation, electronic warfars measures must also be 
employed. Electronic warfare can be defined as any military 


action involving the use of electromagnetic energy to 
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So lLoi*, Lequce, Or deny the enemy use ofr the 
electromagnetic spectrum. Terrain obstacles, transmissicn 
time and power output of the communications device employed, 
antenna direction, and movement all play important roles in 
+he employment of electronic warfare (Ref. 9}. electronic 
warfar2 can be divided into three categories: 

1. Electronic Warfare Support Measures (ESM) 

Peet 2=ctLonic Countermeasures (ECH) 

Sec lectn on 2c Coumter-Countermeasures (ECC) 

These three categories are the fundamentals Oz 
electronic warfare doctrine and must be considered by the 
commander while making decisions on the battiefieid. 
Peec-rOnic Warfare Suppor: Measures (ESM) are the actions 
Merer tO search, intercept, lecacte, and identity radio 
transmissions. These actions are taken to provide the 
commander with threat recognition information and to assist 
mim with the tactical employment of his forces on the 


Beetiscfield. The routine EW.ROUTINE, which will be 


4 
ts 
(wD 


Meectssed in detail iater in this chapter, vasses 
weerables from the communications module to the various 


routines that simulate ESM. 


ee 





acs 1: Fundamentals 


Interception 
le@enmtification 
Analyzing informaticn gathered 


Meeecing through direction finding 


a. Gey 
Jamming 
Spot 
barrage 
Sweep 


Baestical destruction 


Deception 


oe SCCM 
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PA ROUTeNs alSo™™provades the interface for the second 
fundamental of EW, cL Soapa erento: COURTEEMEeaSUres (ECM). 
Electromagnetic counter measures are the actions taken to 
prevent or reduce the enemy's use of the electromagnetic 
Spectrua. This is accomplished through jamming #neny 
transmissions, Gicsuupe son Of enemy transmissions by 
Bes eroOying the communications device, and @@deeept zon. 
However, in the EW module only jamming is sinulated. The 
faacd fundamental ope ale Pleceron Te 


Counter-Countermeasures(=ECCM), which is defensive electronic 


Ss 


Warfare, is not played in the module Since it entails the 
use of electronic measures to Peicer actor ieteive EW [ Rer. 
ie «dCi idi. fence peelcem aso not cz:scussed 12 this thesis. 
Table 1 contains a summary of the fundamentals of electronic 
Warfare and which fundamentals are Simulated in the module. 


Bee ctOllowing section will discuss in detail how they are 


memulated in the electronic warfare module. 


feo CRT PTTON OF THE ELECTRONIC WARFARE MODULE 


4 


nar | 


meen sheCco=Onic waziare {EW) module is a collection o 


t 
tr, 


Simscript Level I1.5 programs that provides the necessary 
rouxines and events used to Simulate electronic warfare in 


the Simulation of Tactical Alternative Responses (STAR) 
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model. The module contains several routines, events, and 
munctions, however, these may be categorized in the 
following manner: 

ae otabezatTonmsen Entities. 

2. Interface and electronic warfare functions. 

Ole Ut « 
A complet? description of the routines and events in the EW 
module is contained in Appendix A. Appendix D contains the 
block diagrams associated with the routines and events in 
Peoendix A. 

Routine EW.INITIALIZE defines the nature of the EW 
Mepeacceri istics that are to be used in the model. Pie thas 
EOutin2, Sho weconmuseal —icCnabacterisuics of the ,equipment 
Simulating the electronic warfare entities are defined. For 
sxample, the jammer frequency bandwidth and the sweep rates 
of the frequency modulated scanners are read at this point. 
Further inputs to this routine are the decision parameters 
zor «he EW actions to be taken by the EW elements. 


Meee. -2Caliyv, the type nets to ke jammed or the él 


@ 


ments to 
Memerocated are input. PeeeieGuqn nOesadtEcecctly Called by this 
Boutine, +he communications rousines Wace non the 


communications module have a great deai of interface with 


ZS 





ene BY nodule. This interface is generated by the creation 
Beeeche radio communication netS as entities in the STAR 
model. The communications module provides the communication 
Mes tO Support the EW functions. ROC one. ahh eA 2S -2 i 
Appendix A has a descripticn of the assignment of electronic 
warfare actions against Specific nets. The other 
@ietalization routine called by this module is EW.CREATE. 
In this routine, the individual electronic warfare elements 
are defined and assigned their technical attributes. Table 
Pelists the differen< EW clement types and their functions 


Meee2azed by the EW routine. In the senario generated for 


| + 


Meme nesis, two identical electronic warfare platoons were 
created. Pach consisted cf three intercept stations, threa 
@zrection finding stations, one jamming position and one 
MiatySis position. Thus these two EW routines, interfacing 
with routines and events from the communications module of 


the STAR model, were used to create the electronic warfare 


siements and assign them their characteristics. 
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DF 


me Chil 


Flectronic Warfare Elements 


Functions 


Tal nvowncm ase Of EW targets. 


accumulates net type identification 
used for planning EW actions. 


data to be 


SoenOre successful MiSSi10ns 
stations. 


accumulates the re 
fEON tnewhpr CONtLoO 


assigns jamming missions after the net type has 


been identifie 


intercepts nets that have been identified as DF 


targets. 
mecotwveoe missions from the DF Control station. 


attempts to locate a transmitting station whose 


net type has been identified. 

reports DF mission results to the DF Control 
station. 

assigns DF missions to the DF stations. 
reports DF mission results to the analys; 
alemen-. 

receives DF mission results form the DF 
elements. 

performs the same actions as the DF elements. 


Pheesce es eoansmi1ssions and 


Feports <oO the 
analysis elements. 


ace =ves jamming missions from the analysis 


fou che 


Q 

D 
ct 
tA 
oe | 
om 
ct 
9) 


DUZpOSe Of jamming 


M2 sSssion cesults tc the 


Zi, 


Table 3: DW Functions and Their Related Routines and Events 


the table below lists the routines / events associated with 
+he electronic warfare functions simulated in the EW module. 


JAMMING DIRECTION FINDING LATERCEPTION 
EW.ROUTINE DF.ASSIGN.MISSION BUS. PROB 
JAM DEPGAgL EW.ROUTINE 
JAM. ASGN. MSN DE se ex NEW.COMINT. RPT 
JAMLOOK DF.MON PICKUP 
LOOKTHRU DF.REPORT 
TACDECIDE DF. SHOT 

EW.ROUTINE 

LOB 

TRIG 


To interface the routines that simulate electronic 
warfare with the communication routines in STAR, the routine 
EPaeROUTINE is used. This routine provides the initial link 
between tha communications and all the other routines in 
which «he basic fundamentals of EW are simulated. Routine 
EW.ROUTINE is called whenever a communications <ransmission 
is attempted within the communications mcduleé. Table 3 is a 
Summmary of the routines involved in the Simulation of the 
fundamentals of EW. 

Initially, EW.ROUTINE checks for janmning, which well 
marcel! all other EW functions. This is based on the 
Meesump.ilon <hat while a jammer is active, intercept and 
Seeeec-20Nn finding attempts are rendered ineffective since 
*heir receivers wili also be jammed whiie *hey are 


attempting so use the same frequency as the transmitting 
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peat 2 ON. PaeeGurrie inmeraliiy calls the routine JAMLOOK 


which determines if the net being used for transmission 


c+ 


o the EW.ROUTINE is currently being jammed. If this 


©} 
rev 
W) 
07) 
wD 
f2u 
ct 


is true, then JAMLOOK returns to EW.ROUTINE. However, if tie 


10) 


m= is not on the active target list of a jammer, ra) 
routine determines if the transmission is on a type net that 
has been identified and cleared jamming. If no jamming 
Meeron is cleared for the net, the routine ends. However, 
2£ the transmission is communicating on a jammable 
frequency, «hen JAMLOOK determines if a jammer is available 
in the range of the transmission and able to tune to tae 
frequency prior to completion of the transmission. Ihze “Aeon 


then a JAM event is scheduled by JAMLOOK and the routine 


meeurns ~o EW.ROUTINE. I= no jammer is available, or the 
net is a type not cleared as a jamming nissicn, Or St sone 


femmer cannot "hear" cr tune to the transmission frequency, 
Or tune prior to transmission termination, then the routine 
JAMLOOK ends with the appropriate messages. 


Meen Tsturnang fron JAMLCOK, £W. ROUTINE determines the 


tf 


Status of the transmission in relation to the Jamming 
routines, and ends if the transmission is peing jammed. 


Otherwise, EW.ROUTINE checks other EW actions thaz could be 


employed against the transmission. 
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If the transmission is on a net type that has been 
meentified, then EW.ROUTINE calis the routine DF.MON to 
determine if any DF stations are tuned to the frequency of 
“he ¢ransmissSion, awaiting a communications attempt. ese 
Mee, then DF.MON returns to EW.ROUTINE. However, if any DF 
station is tuned to the transmission's frequency, then event 
DF.SHOT is scheduled for that station before returning +o 
Ea.ROUTINE. 

EW.ROUTINE then compares the transmission's frequency 
With each intercept station's frequency. ieee the 
+ransmission's frequency is within the intercept band of any 
Mmeeescep. Station, EW.ROUTINE determines stochastically how 
Memg it will take the intercept station to detect tae 
Meamsmission. ff the length of the intercept is longer «han 
*he transmission length, then no intercept action will take 
place and the routine ends. However, 12 the transmission's 
Mength is less than the time it takes to detect, then an 
intercept can take place and the routine PICKUP is called. 
[meee routine PICKUP is used *0 Simulate “he intercepc 
mumee> On of electronic warfars. 

mae routine PRenur mers rst determines whether the 


transmission has been previously intercepted. If the 
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tranmission is a previous intercept, then the routine checks 
+o sea if the type of net over which the transmission is 
communicating is known or unknown. If the net type is 


unknown, then the routine compares the transmisson's length 


O 


mena cutoff value. The purpose of this ccmparison is ¢ 


t? 
t3 


Simulate the interception of a transmission wnile it is 
progress. Thus if the transmission's length is sufficiently 
long, then the transmission is intercepted and intelligence 
concerning the enemy can be collected. Ln “enis roucine, 
this intelligence is eguated to the number of times the net 
iS intercepted. Eventually, as the number of the times the 
net is intercepted, this value increments to a threshold 
Value. This threshold value is generated from the net type 
Mme. Of the routine EWINITIALIZE. Once a threshold vaiue 
*s reached, the net type becomes "known" which is the second 
comparison the PICKUP routine nakes. Pheweaniagey ct an 
analysis station to identify a net type based ona certain 
amount of intercepts is based on the assumption that each 


q 


Semoat Sncity which communicates on the battlefield has an 
electronic signature that characterizes the net over which 


transmissicns are attempted. For example, if communications 


are attempted froma centralized source near the forward 


oe 





Plements of the enemy toe Eriendliy rear forces, it could be 
assumed that a forward observer is sending targeting data to 
the artillery forces inthe rear. Thus, information 
Memeerning the nature and location of the artillery forces 
could be obtained by intercepting the trarsmissions and 
locating the transmitters antennas. Thome ntOrta=2on could 
be used to identify the net type. 

mayeeiiitsally, the net type of the target is known, the 
routine PICKUP determines whether direction finding actions 
are planned for +he net type. Beets Lortrwe. and the DF 
Seations are idle, then the routine calls the routine 
DecALL, which is used to simulate the communication of 
Seeets to the DF staticns. The routine DFCALL is used to 
Send mission cancellations and mission assignments to the DF 
elements. When the net type is identified, the PICKUP 
routine increases the value of the appropriate variabies and 
serminates. When the net type has been identified ror che 
meest time, the routine NEW.COMINT.REPORT is called. The 
memeon> NEW.COMINT. REPORT is used to Simulate the actions or 
mmendi>ection finding control station. Pics -rewtine checks 
“he master target list of the analysis tank and if the net 


Mype NaS been intercepted for the first time, the routine 





megs the net to the target list. However, if the net is 
already on the target iist, then the routine ends. when che 
net type is identified for the first time, the routine 
TACDECIDE is called. Thierseroucane Simulates the actions of 
+he commander of the control Brae aOn: Une CAGUECED Ss, “che 
eligible EW actions planned ag@inst the net are determined. 


isa the net Ss 10 be jammed, the routine Camis 


JAM. ASSIGN.MISSION +o Simulate ene w Control station's 


assignment of a jamming misSion to tne jammer. If the net 
is not eligible for jamming, TACDECIDE ends and control of 
ere simulation returns to the routine PICKUP. The routine 


PICKUP then endS with the appropriate messages and returns 
eeeetrOl of the simulation Cow oe skOULTENE EW.ROUTINE 
terminates at this point. 

mies fitdat LToutine called from the EW module controls <he 
Bypoutput that is genéerated by the simulation. This routine 


Meme. DATA,.ECHO anc it basically prints a summary of the 


jamming, Mice ceepe. 1G, au@erdinectiOn finding missions 
BSxeloved during *he Simulation For a more datailca 


Mescription of all EW routines, see Appendix A. 
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fee DC ENARTO 


mane scenario utilized for the tests conducted in 
Chapters V, VI, VII, and VIII was executed on a 10 kilometer 
(north/south) by 15 kilometer (east/west) terrain box. The 
western half of the terrain is covered with rugged hilis and 
the eastern half of the terrain consists of flat desert 
Which eventually slopes into the hilis. Refering to Figure 
1, the only avenue of approach to the hills is an east-west 
Pass =hrough which red forces are expected to attack. The 
environment utilized is g@ey ee e2cta unlsmi ted, visibility. 
Smoke, Micteand Oerer battlefield conditions that limit 
Visibility ware not modelled. 

The scenario has a blue battalion task force defending 
against a reinforced red Motorized Rifle Regiment. Tne blue 
battalion task force was organized to include a mixture of 


dirferent weapon systems. Dremred sasOnce GOL Only consists 


th 


Game VYatiety of force mixes, but includes several differant 
electronic warfare elements. Chapter III has a deScriptior 


Bee che electronic warfare capabilities utilized in the 


ry 
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The scenario has the blue force defending the mountain 
pass agains+ the red force as it attacks from the east. The 
blue force has a company deployed on the forward slopes of 
each side of the pass. A third blue company is located in 
the center of the pass approximately two kilometers behind 
he forward companies. The aviation company depioys from an 
apetield in the blue rear area. The forward observers are 
located on the high ground above the two forward companies 
on each side of the pass. 

Mime Ted forces advance in a two prong attack. The first 


force attacks the northern side of the pass while the second 


Force attacks the southern slope. Hach —£OLrCe COnslsts Of a 
Tank Company, three Motorized Rifle Companies, anc a 
MectcOnic Warfare Platoon. A Tank Battalion follows the 


eemeond force, ready to exploit a breakthrough. 

Th] battle begins with a red artillery preparaticn as 
the red forces start moving towards their objectives and 
MeemeOlue and red azrtiilery continue to fire throughout the 
engagement. PieagnGgm Van vir 12ereMt [ie TO 21h, he 
elecctronic warfare elements usually engaged the blue forces 
with jamming actions approximately 700 seconds into the 
Beetl>. flectronic warfare actions continued throughout the 


d 


ae 


Bactle, a erminated upen Simulation termination. 


> 
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Be DESIGN OF EXPERINENTS 

Four experiments were selected to analyze the impact of 
jamming various blue forces communications assets. The first 
two experiments involved jamming the artillery 
communications. The artillery nets were chosen as targ¢éets 
due to the dependence @iE aet. Lvery Seon their FM 
communications to accomplish its mission. ne VWetaest 
experiment involved jamming th fcrwiard observers! 
communications andthe second involved jamming the fire 
direction centers. 

The third experiment Was designed Once st the 
Susceptibility of the movement control nets to jamming. In 
this experiment, the bluse forces were required cto receive 
permission to move on their FM communications nets. Jamming 
was then conducted on these nets. 


Thea final experiment was designed 


to analyze the effect 


Mee celocating the EW elements in different positions. 
Terrain analysis was conducted and new iW cositions were 
Mg@ese2 that provided better jamming capability for <tnaé 
jammers. 


a 





eect oO) OF GAMMING  ELUE FORCES ARTILLERY FORWARD 


mee DESCRIPTIEON OF THE TEST 

In this first test, analysis was performed to determine 
mre 2ffect that targeting the blue force's forward 
observers! radios with spot jamming has on the outcome of a 
Gamulated battle. Red forces jamming assets were directed 
at the blue forces forward observers because of the high 
volume of communications traffic that occurs on these¢ nets. 
The measure of effectiveness (MOE) lia tla y Seleewed. LOL 
this experiment was red forces survivability. The red force 
Was composed 9f thirteen different systems which include 
tanks, armored perscennel carriers(BMP), individual soldiers, 
eee i—-aircraft, aids vaticratt.< The current STAR model 
computes percent survivors by dividing the total number of 
Surviving systems after a Simulation by the total number of 


€ 


~ -~ ~ + ~ 
Cenvcage 1as Very 


ty 


PweeeNS that DJegan che siaulation. This 


(Db 
sf @| 


little value because it assumes that each system is of equal 
miporcance to the commander cn the battlefield which is not 


true. For example, if aic battles are not being played, 


38 





then an air defense system is of Jlittle value +09 the 
commander. Therefore, the determination was nade tnat a 
Systen of assigning a military worth to each system must be 
used. 

In an aggregated combat mnodel such as STAR, there are 
many weapon systems that aake up the forcs structure. aA 
judgmental assessment of each weapon system must be made to 
give the analyst a better idea of what the actual outceme of 
@ particuiar battle really means. Several methods used to 
arrive at assessments of the military worths of these weapon 
systems are field tests, questionnaires, and experience of 
fame analyst. The technigue used in this thesis was 
questionnaires. 

Two students, Maressa and Rozman, ads cee bused 


Guestionnaires *O Army students at the Naval Postgraduate 


ct 


ae 


b-- 


School asking for a subjective anaiysis of the 


=) 


aay 


a 
— 


ct 
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Meeen «tO the military commander of the various fighting 
systems used in the Simulated battle. From these 
guestionnaicess, Beli taey  wOrth Was “assigned <0 ¢6&4ch 
System-weapon type used in this analysis. Table 4 contains 
eae Red Forces ccmececsition and their assigned military 


worths. Table 5 contains the Blue Forces composition and 


Sm@ee> assigned military worths. 
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Weighting is defined as a judgmental process in which a 
relative value is given to each system under examination 
according <*o the assessed value on the battlefield. 
Weighting is useful in that it is easy to apply to analysis 
of the outcomes of combat model simulations. One najor flaw 


-_ 


mameche weighting system is that it fails te consider 


<j 


synergisn. In our test, each system is given a relative 
worth at the beginning of the battle and this value never 
Changes. Pe eGOes SROr acc OURt £EOr ene Vsacecuetpat a 
combination of two weapon systems in a battle may increase 
the effectiveness for both systems. Also, aS systems ar 

destroyed during a battle, the vaiue of the military worths 
of surviving systens could increase or decrease. However, 
Meanging whe military worths during the course of the battle 
1S a very complex task. Although the technigue of weighting 
25 nO= universally accepted, it provides the analyst with a 
Vvaluabic tooi to do the analysis without adding excess 


effort, time and expense. 
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Paolem4. Greed POmceSeStructure and Military Worths 


Systen Systen Description Total | Me iitary 
weapon Weapon Biegz ans o WOLreh 
Lype Name Sur enon 06 St 


1-7 T-80 Tank 50 775 

2-8 BMP Armored 60 250 
Fersonnel 
Carrier 

8 See Short-Range 12 4OQ 
Air Defense 
Weapon 

3-13 RPG Anti-Tank 54 50 
Weapon 

3-14 AK-74 ane vLaua | 288 150 
weapon 

3-15 RPK-74 Machine 108 100 
Gun 

y= 1 Forward 8 600 
Observer 

4-2 E-¥ 10 200 
Element 

4-5 Mortar 24 200 

4Y—6 HOm tar 6 450 

4-7 Ameadilery 6 vow 

3-4 HIND Attack 24 ae 
Helicopter 

6-9 2SU-X Air defense 6 W295 
Weapon 


4] 


Table 5: Blue Forces Structure and Military Worths 


S-W S-W Descrn et Lon Beginning Military 

Type Name trength 4CCcn 

1-1 MPG Mobile 16 oy fe 
Protected Gun 

2-3 HMMWV Armored 26 25,0 
Personnel 
Carrier 

2-4 Ie] Anti-Tank 10 800 
Weapon 

3-2 Sn ger Short Range Air 6 700 
Defense Weapon 

Eo Dragon Medium Range 24 GOO 
Aix Defense 
Weapon 

3-10 M-16A2 Individual 102 50 
Weapon 

3-11 460 Machine Gun 24 150 

Be 12 M203 Grenade 24 100 
Launcher 

= 4 PEST Forward 10 600 
Observer 

4-2 8 1mm Meise a 200 

u=—3 107mn Mer ca © S50 

4— 4 155mm peaiilery v5.0. 

5-1 AAH Attack 10 999 
Helicopter 

a2 ASH Support 6 500 
HeELVcOpCcer 

6-5 LADS Lesgin]. aa & 3 725 


Detense Weapon 





As a result of the weighting system, the choice cf MOE 
Mas Changed +o percent remaining military worth. To cempute 
percent remaining military worth, ene tera l Vat atary worth 
and the remaining military worth must be computed. The 
following example demonstrates that computation. Suppose the 
red torce 1s ccmposed of 3 systems: tanks, armored personnel 
Carriers (BMP's) and anti- aircraft weapons (RPG's). The 
initial strangths are given in Tabie 6. Refering to Table 6 
memecOoMputations, the initial military worth equals 56450. 
HT] atter a simulation the number of surviving system weapon 
<types are: 1Onanks: 10 BMP's, and 2 RPG's, then the 
Memmmr 3G Military worth :s 10350. The percent renaining 


Hemercacry worth equals 18%. 


Paso ee Comouter vom Oo: Military Wozta 


meri WORT INITIAL TERMINATION 

SYsTen PSR UNIT #& IN UNIT MIL WORTH # IN UNTIT SIL NORTH 
TANK ies 50 33750 10 G7 50 
BMP 250. > 60 15000 10 2500 
RPG 50 54 2700 2 100 
feet Ai:iicary vorth = Oe ier eK iis AOrenaoe= uns <) 
feeceaiy Worth(initial). = 56450 

Military Worth(*ermination) = 10350 


BemMd2hning military worth = MW(initial) /MW(terninatrion 
10350756450 = .18 


Remaining Military Worth 
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Tf the weighting system had not been used the percentage of 
Survivors remaining would be 22/164 which equais 13%. A 
FORTRAN program was written which will take the outcome of 
any number of simulations and convert tHe) SULVAVOLr 


percentages to remaining military worth percentages. 


Pee 2ESULTS AND CONCLUSIONS 

tf the radio transmissions of the blue forces forward 
observers are jammed, this would infer that the number of 
Meets £Or artillery fire would decrease, therefore causing 
the red force's casualties to decrease. BOeanatyz2ou, tne 
actual effect of targeting the forward observers, a two 
sample inference test was used. The null Dyapeenesis 25 that 


the mean of a sample of ten runs with no jamming action 


th 


occuring 1s @qual to the mean of a sample of ten runs with 


spot jamming directed at the forward observers. The 
alternate hypothesis is that the mean of the spot jammin 
Sample is greater than the mean of the no Jjammiag sample. 


Meteo used for this test is included in Table 7. The results 


—_ Ve Es Al = om ass = =| = : 7 = | eo Seas 
DS SST OSH Ses are inelpceq in Table §8. ties CSS te LS 


iD 
é 
ip 


FORTRAN 


eo 


analyzed at several levels of significance. 
Program was written to compute the T-statistic and test the 


hypothesis at any designated level of Segairicance. 
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Appendix B contains a detailed description of the two sample 
inference test procedure. 

At the level of significance of .10, we can conclude 
that implementation of jamming against the blue forces 
forward observers increases the remaining military worth of 
she red forces. The application of the nonparametric U-Test 
substantiates this claim. See Taple 9. A detailed 
description of the non-parametric U-Test is included in 


Appendix C. 


Table 7: Percent Remaining Military Worth Red Forces 


Run # rORuarS cet 
Observers 
- SG. 7 isi? 
2 Bie? BV 2 
c 3% 2 S02 
uy 40.5 3025 
5 37 38.9 
6 BF. 7 507.5 
H Sie aes. 34.1 
8 Bic a 0 
9 30.9 Biot 
10 6/5 36.4 
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Table 8: Inference Test Forward Observers Jammed 


Using data from Table 7, the following two sample inference 

test was conducted: 

fee HO: ul=u2 

mee als ulou2 

fee t= 1.439 

feet (. 95, 18) 1.734 
£(.90,18) = 1.330 
+(.85,18) 862 
mi.80, 18) 7534 


menace the .05 level of Significance, we cannot 
reject the hypothesis that the means of the two 
samples are equal, however, atthe level of 
Significance of .10, we can reject tne hypothe- 
sis that the means are equal. 


— 


Taps os U=-Test for the Forward Cbserver Data 


1 Hos ul=uz 
mee ris ulo>u2 
Meee 2 cicGal region: z2<-z(.05) = -1.645 
G4. Computations 

Oia Oo eo (0X 11) /2-= 29.5 

# (a) et Sie, 

var (91)=(10x10x21)/12 = 175 

Z=(29..5-50)7 Yil75) = -1.55 
Memes 2S level of Significance, -2(.05}=-1.645, 
Mees 1255 ther -1.55 therefore we 10 not reject 
Meee 6h yOOthes3s. However, -Z(.190) = -1.282 
Merten 1S greacer than -1.55 whica neans that at 
the level of Significance of .10 we would reject 
Mieeclaim chat the means of the two samples are 
equal and conclude that jamming affects the per- 
S-me FLeMmaining military worth of the red forces. 





The result expected was a definitive increase in the 
remaining military worth of the red forces. The statistical 
analysis demonstrates a change in the remaining military 
worth, but the amount is not as much as anticipated. There 
Mee sOme contributing factors to this result. In this 
scenario, «he blue artillery is not the major combat threat 
to the red forces. The artillery was very active but it was 
Galled into the battle toc early and it's impact was less 
than 2xpected. The scenario was set up for an air, air 
defens2 battle, therefore, priority was given to the air and 
aic defense systems. Since air power was the primary 
Killing vehicle, air and air defense actions were initiated 
Sey sn the battle. The combination of these factors 
contributed to the decreased effectiveness of the artillery 


in the simulations used in the analysis. 
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VI. SFRECT_OF JAMMING THe FIRS DIRECTION 


=N 


reg 
[ou 
top) 


Pee SCRIPTION OF THE TEST 

In this test, the target of spot jamming is the Fire 
Merec ~i10on Centers (FDC). There 1s avery high volume of 
communications traffic at each of the FDC's because of the 
Momume of the number of calis for fire made by the blue 
forces artillery forward observers. This fact makes the 
FDC's prime targets for spet jamming. Since jamming should 
decrease th2 number of calls for fire processed at the 


FDC's, then the number of red casualties should decrease. 


Pee RESULTS AND CONCLUSIONS 

Again, 2 two sample inference test is used to test tha 
Pmtecsiveness of targéting the FDC's for spot jamming. The 
two samples used were tén runs with no jamming action 
Beeugring and ten runs with spot jamming directed at the 
FDC's. The expected results are an incréase in the number of 


~ e re a e « _ Das 2 e s «4 s = 
and an increase in tne remaining military 


(n 


mew Survivor 


Wemen. Data used in this test is included in Table 10. The 


resulzs of the Tetest and the U-test are included ir Tables 


Mieand 12. 
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From the inference test, we can conclude that jamming 
the Fire Direction Centers does not affect the percent of 
meteining military worth of the red forces. The raw data 
Suggest that there are small changes in the percent 
m@emaining military worths and by further investigation, it 
was datermined «hat the means of the two samples were equal 
at the third decimal place. In applying the U-test we also 
conclude that the means of the two samples are equal. 

These results are not surprising since the jamming was 
targeted against the radio transmissions coming out of the 
Fire Direction Centers. Since the FDC's are not required to 
respond to ali calls for fire before scheduling artillery 
fire, the artillery actions were not impeded py the jamming 
ama che number cf casualties and military worths were not 
affected. Also, the FDC's have a wire net available that is 
not susceptible to jamming. 

It appears that jamming was ineffective in these runs, 


however, when the output from each run is examined, it is 


« 
iD 
ts 
(ph 
fda 


2S co aay jaimnenG mas Very actave but it did not 
@=fect the outcome of the battle in terms of overall red 


GCasaities and remaining nilitary worth. In the runs where 


no jamming was conducted, very few casualties were incurred 
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as a direct result of the artillery, therefore, jamming the 
Mmerllery nets would have little effect on the overall 


Smecome of the battle. 


ieole 10: Percent Remaining Military Worth Red Forces 


Jamming NO 
Run # ‘aol a Jamming 

Direction 

Centers 
1 SS) GV Sy sia 4 
Z 36.9 Bry siz 
3 36.57 Bia 
4 36.3 Sho 3: 
5 Sica Beir, 
6 Seaec 56.0 
v Sees) 34.1 
8 3125 38.6 
9 a7 a 38.0 
ine 36.4 36.4 
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Table 112 Inference Test Fire Direction Centers Janmed 


Meing data from Table 10, the following 
+wo sample inference test was conducted: 


1. Ho: utl=u2 


mee Hs ul>u2 

fees = —. 182 

eee te (. 95,18) = 1.734 
mi.90,18) = 1.330 
mii. 55, 15) = .862 
ou.980,18) = .534 


5. We cannot reject the hypothesis that 
the means of the two samples are equal 
axe any or the levels of Significance. 


ManL.e 12: U=Tes-  fOnmeic Fite DeFection Canter Data 


ee nO; wi=uz 

eels ul>du2 

cae Zz C=. 194 

gy =z. 05) - -1.645 

Sec ance che Z statistic computed using 
mee U <2S5c procedure 1S positive, it 
will always be greater than -z (alpha) 
therefore we will never be abie to 


reject the nypothesis that the means 
are equal. 
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Me OooCRIEPTEON OF THe TEST 

The purpose of the next test was to analyze tne effecr 
of jamming the movement control nets. In this test, two sets 
of runs were used. In the first set of runs, jamming was 
directed at these nets. Since the movement of units was 
restricted, all commanders must radio their commander and 
ask for permission +o move any units. DISEUption Of These 
nets by jamming should impair the communications ability of 
the blue forces and possibly leave the blue forces 
miinerable *o an attack. If the jamming is successful, there 


4 


Should be a decrease in the blue forces military worth and 


ct 


Geeincrease in the red forces military worta. Pable a3 
@enealns the data used for this experiment. Results of the 


gnterence test are included in Table 14. 


Bee RESULTS AND CONCLUSIONS 


t 


Agen the T-test was applied ¢o the data for these runs, 


memwas discovered that there was no justification to reject 
the hypothesis that the mean of the sampie, when jamming was 


conducted, was equal to the mean of the sample wnen n0 


a2 





jamming was conducted. HOWeVEL, when the raw data was 
analyzed, a peculiar result was noticed. When the movement 
of the blue forces was restricted and the movement control 
nets were jammed, the blue units never obtained permission 
to move. Hence, the blue forces remained in their initial 
pOSitions. The red forces, ignoring the position of the 
blue forces, continued +t0 move to their phase line beyond 
Bae Dlue force position. (Picnete tke “eG L£OrCesS in a 
precarious postion because the surviving blue forces 
Temained on the high ground and those units had terrain 
Peet ioOri+y over the red forces. The red force tanks moved 
mmeona pDOSizion where the Dlue forces had excellent fields 
See clre. The result was a near complete destruction of the 
Meaetorce tank assets. The T-test proved to be inconclusive 


Gand 222 


(p 


becaus? the number cf BMP's surviving increas 
humber of tanks decreased thus causing direct tradeoffs in 
Sie SsurViving military worth. When the raw data is lcoked 


a, there is no basis for saying that the blue forces 


(D 


miilicary worth decreased as was expected. There are son: 
small changes in the actual blue survivors Jab ees esate 
differences are so small that no conclusion can be drawn. 


Meese Tesults do show thet the effect of restrictiag 


aye) 





movement of the blue forces is scenario dependent. If the 
initial positions of the blue forces had not been 43s 
tactically sound as they were, the non-ability to move their 
units could have been disastrous. Since the pesitions chosen 
were better than the secondary positions, the opposite 


mesul ~ was obtained. 


Table 13: Percent Remaining Military Worth Red Forces 


Jamming No 
Run # Movement Jamming 

a 
1 Boat 36.24 
2 34.8 34.3 
3 31.4 io 
4 5 Watts: 40.5 
5 5 errs: at. 7 
6 ca we Sie 7 
7 43.5 YO 
8 3233 37.4 
§ 34.0 S48 
10 30.4 Ba ae 
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Table 14: Inference Test Movement Control Nets Jamned 


Using data from Table 13, the following 
two sample inference test was conducted: 


fee Ho: ut=u2 
ee mt: uldu2 


mec = —.327 
pee (- 95,18) = 1.734 
ewe O, 13) = 1.330 


miso, 19) = .862 
eag0, 1S) = .5348 
fee we Cannot zeject the noes == that 


the means of the two samples are equal 
ae any of the levels of Significance. 


5s. 





Peele sek set Or REPOSTILONING THE JAMMING STATIONS 


Pee DSSCRIPTION OF THE TEST 


Positioning of the jamming stations can have a great 


impact on «he effectiveness of the jamming. To analyze the 
effect oof repositioning the jammers, new positions were 
chosen for the EW elements. The initial positions chosen 


for the jamming stations were forward in the battle area, 
therefore, new positions were chosen that were a greater 
distance from their jamming targets. The expected results is 
that the jamming should be less effective at the second 


positions and the red forces! military worth will decrease. 


Pee ASSULTS AND CONCLUSIONS 

The analysis performecd compared the spot jamming 
directed at the forward observers in the initial positions 
With «he spot jamming directed at the forward observers with 
the jammers repositioned. Data for the test is included in 


meme 15. Results of the T-test are included in Table 16. 


(D 


When the T-test was performed on the repositioned data, 
the null hypothesis that the means are equal is rejected at 


the level of significance of .05 which implies that jamming 
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Beom the new positions decreases the military worth of the 


ted forces. The number of direction finding fixes was 
greater at the first position, therefore, the number of 
potential «argets for artillery fire was higher. When the 
meae forces survivor information was analyzed, i=) was 


discovered that their strength totals also did not change 
appreciably, however, if the direction finding fixes were 
passed on to the artillery units, there would be a 
Significant decrease in the blue force remaining military 
mocth. The conclusion can be drawn that the correct 
POs2tiOning of the jamming stations and the interaction of 
the direction finding module with the artillery module are 
important for the EW moduie to nave an effect on the outcome 


@eeche battle. 
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Table 15: Percent Remaining Military Worth Red Forces 


Jammin Jammin 

Run # Forwar Forwar 
Observers Observers 
Bn Sty Second 
Eocarv2on LogaczoOn 

1 S650 3547 

2 aa. 7 36.3 

3 Se. 2 Siekops, 

4 LG 3S cy Pee 

5 Sisal 36.1 

6 37.7 36.0 

7 ovale ey fe 

8 Be 38.4 

9g Sse, 3c 

10 Sholens: 38.4 


Table 16; Inference Test Jammers Repositicned 


meerg daca from Table 15, the following 
two sample inference test was conducted: 


le Ho: ut=u2 


2 fons Ul>uZ 

feet = 2.234 

me (.95,18) = 1.734 
oe. 90,18) = 1.330 


mr. 65,138) = .862 
mi.60, 18) = .5348 
Sa WS can reject the hypothesis that the 


means of the two samples are equal at 
the .05 level of Significance. 
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IX. SUMMARY 


The scenario used for the Simulations in the course of 
this thesis was a blue forces brigade defending against an 
attacking red forces regiment. The blue forces were in 
defensive positions in a mountainous area and the red forces 
wer2 attacking across a fiat, open area. The outcome of the 
battle was never in question because the blue forces 
defensive positions were excellent against the red forces 


attack routes. 


th 


Mae purpose cf this thesis was to analyze the effect o 
implementing EW against the blue forces communications nets. 
Mae stirst nets jammed were the blue forces artillery forward 
observer nets. When these nets were janmed, che forward 
mmeervers had great difficulty transmitting their calls for 
meee, therefore causing less red casualties +0 occur and 
ultimately an increase in red forces military worth. 
Meetis-=.cal testing ccnrizrmed this result. 


The second test invoived jamming the fize direction 


po) 


(D 


Center nets. From subjective analysis of the data from the 
ten replications and comparison with the ten runs where no 


jamming was conducted, the conclusion is that jamming the 


59 





ry 
@ 
2: 


meeemd recto on nets Was NOe an effective tactic for the 


mmmese to use to affect the outcome of the pattle in the 
desert scenario. 
Eocene Shir test, movement or the blue forces was 


restricted. When jamming was conducted against the movement 
control nets, blue ferces commanders never received 
permission to move their units. This proved to be disastrous 
for the red forces tank assets because the blue forces! 
initial positions were excellent for a tank engagement with 
mae ced forces. The result was an almost complete 
destruction of the red forces! tank assets. 

In the next test, the positions of the jammers was 
analyzed. New positions that were not as far forward were 
chosen and EW was conducted at these positions. The result 
was that «he jamming cenducted from the second positions was 
not as effective as the jamming conducted at the positions 
closest to «he EW targets. 

Mie Overal? analysis of the direction finding capability 
Merests that this portion of the EN module is very active. 


Many location fixes were performed by the red forces, 


os 


however, the DF module is passive in nature, i.e. there was 


Hemencsraction with other portions of the STAR nodel. Tie 
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eialyze the effect that the direction finding module hes on 
the outcome of the battle simulation, location fixes must be 
passed to the artillery module for possible scheduling of 
mere £1. SSions. If this action is accomplished, the direction 
finding capability would greatly affect the cutcome of the 
battle and further enhance the jamming portion of the EW 


module. 


Overall, in the desert scenaric, the EW module of STAR 
has very little effect on the outcome of the simulation. The 
module, however, does perform jamming and direction finding 
in a systematic manner, and, ina different scenario, the 
module may produce differen* results. Purther enhancement of 
mee-emod>! tO allow for interaction of the direction finding 
Meeatton fixes with the artillery module will greatly 
increase the impact of EW on the outcome of the simulated 


battle. 
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Mivs appendix ccntains a summary of the Electronic 
Warfare routines utilized by the EW module to simuiate the 
EW actions employed on the battlefield. Each routine is 
described in detail, accompanied by a block diagram of the 
meow Of logic in the routine. Alsc included in the 
description of the routines are input and output variables, 
soutines called by the routine being described, anda list 
@emcOutines and events that utilize the routine described. 

The routines COMMO.ATTEMPT and RCV.SIG are routines 
utilized by many of the routines in the EW modul2. These 
moutineS originate in the communications module and 
therefore are not discussed in this appendix, however, 24 


Beet Gescripticn of thelr purpose is provided. 


Poe COMAUNICATION ROUTINES 


SOMO, ATTSEM eT 32= an event that sifUlLates the atc 


(D 


moc by 
a transmitter to transmit a@ message. Before a message can 
be transmitted, the line of sight between the transmitter 


and «he receiver must be determined, as well as the power 





output of the transmitter and the propagation loss due to 
*errain (when applicable). If any of these ccmputations are 
determined +o be insufficient, then the COMMO.ATTEMPT is 
cancelled. The routine RCV.SIG is used to determine the 
Meeelaty of the recsiving station to hear the transmitting 


Station. 


Be. ROUTINE BUS.PROB 


its TOUT{nNe provades EW.ROUTINE with a value with which 
to compare a probability generated by an unirorm(0,1) random 


number generator. EW.ROUTINE uses this value to determine 


if tha interceptor is busy. 


i Sr SS Ss SS 2 See eS se 


PR.BUS The probability that the interceptor operater is 
busy. 

CALLED FROM EVENTS SCHEDULED ROUTINES CALLED 

Bw. ROUTINE p12) 0 none 


Mumprroes. 22agran 25 Droviasd [or this routine. 
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OF Eo Nia: . ASSIGNEES S TGR 

DF.ASSIGN.MISSION is an event that is used to sinulate 
the initiation of a new DF mission or the acknowledgment of 
a cancellation of a DF mission that has exceeded its alloted 
time to be ccmpleted. mrietially, Danco lG nN. 1 ISSLON 
determines if the mission passed to the event as the 
variable DFMISSION is a new, old, or cancelled mission. 3G 
the DF mission passed to this event is new, then event 
DF.SHOT is scheduled in exponential time units. Whenever 
ere DO" Mission passed tc the routine is an old mission, the 
event ends because the mission is aiready assigned to the DF 
Seat ions. I= the DF mission is a Pana ied mission, the 
event acknowledges this and passes the information to the DF 
eemea-s OY calling the routine DF.FIX with special values. 


MmiemeVven: returns to LCFCALL upon termination. 


DFSITS Pointers used to adenti fy the electronic 
Warfare entity that is simulating the df 
SG52.05. 


DPMISSION Pointer used to denote the GUbrert 
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OerCALL DE.SHOE none 


Figure 2 is a block diagram of this event. 


Bee ROUTING DFCALL 

The routine DFCALL is called by the routine PICKUP to 
Serermine the current disposition of the DF stations. 
MeeALL determines if the DF stations are idise or currently 
working on a mission. If the elements are idle, then DFCALL 
assigns a missicn to the transmission passed to it by PICKUP 
Pyepscheculing a DF.ASSIGN.MISSION. After this scheduling, a 
COMMO. ATTEMPT is scheduled to Simulate the assignment of a 
PoememisSion by the DF control station to its subordinate 
ams . HewWever, it the BF stations are working on a 
fess. On, =h2n DrCALL compares the current Simulation tine to 
eae scheduled end time of the massion. imeene | CuSrent 
mMiassion has a scheduied end time exceeding the simulation 


ime, =hen the current mission is still in progress and must 


7) 


Pemeznucs to be executed. Therefore the DF mission that ha 


{3 
ey) 
<4 
(p 
oP) 


“ha SOU Tine’ Talo 


A: 


b= 


MicaewOs. De assigned an 


(D 
aD 


i Dass 


e 


However, if the scheduled end time is less than than the 
Current time, then the DF stations cannot successfully 


complete the mission in progress because the transmission is 
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Dino omc Ne SSLON 


is DF os 


yes assignable?” no 







cancel 






DE OT DP. FIX 





or U Tn ea) meal 


Figure 2: Block Diagran (Routine DF.ASSIGN. MISSION) 
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completed. Thus the mission in progress is cancelled and a 
new mission is assigned in the same manner described above, 
The routine DFCALL e¢nds and returns back to the routine 
PaCruUP. 

INPUT VARIABLES 


DFMISSION Pointer used to denote the current transmission 


being evaluated in the routine. 


ron? 
CALLED FROM EVENTS SCHEDULED ROUTINES CALLED 
PICKUP DF.ASSIGN. MISSION none 


COUNOTALT Ears 


memice 3 is a bleck diagram of this routine. 


MeecQUTINE DF. FIX 


MiS routine as used tO accumulate and coordinate 
@irection finding attempts. The routine accumulates the 
Line of Bearings (LOB) taken vy each of the DF stations in 
ma platoon. When sufficient LOB's have besn taken, the 
Mmemeene calis «he routine TRIG to calculate an estimated 
Pescation for =he transmitting station. After a position is 
calculated, the routine schedules SEC OMMNORACISONPT to 


Simulate the transmission of a successful direction finding 
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DEG ALE 


YRS eee DENS no 
S=ae2ons id) s: 





yes 





PEeemoolGN.ALSSION 


COMRORADIEUET 





miguscms: 8s Leek Diagram (ROUtine DFCALL) 





attempt. This message is usually sent to the analysis 
BOsition in the platoon. This event is simulated by cali:ing 
*he routine DF.REPORT, acer mwnrten the Ssoutine  DF.FIX 
terminates. However, if enough LOB's are not obtained the 
FOoutine ends. 

INPUT VARIABLZS 

LOBUSG Pointer used to represent the current direction 


finding mission and direction find elememt being 


evaluated. 


OUTPUT VARIABLES 


none 
CALLED FRON EVENTS SCHEDULED ROUTINES CALLED 
DFCALL COMMO.ATTEMPT TRIG 


DF.REPORT 


megurs 4 is a block diagram of this routine. 


Ee ROUTINE DF. MON 

This routine is called by the routine EW.ROUTINE to 
wert the monitoring status of the DF elements. The 
EQUtInNe terminates wit messages that report the status of 
meue DF station in relation to the transmissicn passed to the 


Boutene. The DF stations will be reported to be in one of 
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DF.FIX 


sufficient stations nO 


Geperc: 


Calecuvave DE 
arget location 
TRIG 







Ueftieciense 
LOBS?2 


pe 


t} 
@M 
c+ 
ow) 
ry 
33 





yes 
COMMO.,ADIEMET 
Bias Se On 








Begiaomd: 5 tCe so Dlagram (Routine DF.FIX) 





eaAcee Modes; HOMERS Oz ang ,not Menatoring, or tuning to the 

transmission's frequency. If the transmission attempt is 

mad ona net type that has DF actions planned but ao 

Mission is presently assigned, a DF.SHOT is scheduled prior 

memens termination of the routine. 

INPUT VARIABLES 

DFSITE Pointer used to denote the electronic warfare 
element whose monitoring status is being verified. 

TGTRT Pointer used to represent the transmitting 


eta ti one 


OUTPUT VARIABLES 


oS Se ew eee ee =e ae ee eee 


none 
CALLED RON EVENTS SCHEDULED ROUTINES CALLED 
EW.ROUTINE DF.SHOT none 


femolock diagram is provided for this routine. 


femeaOULTTNE DF.REPORT 
mms TOULCiNnes is cajled by the routine DF.FIX to simulate 


pemewcosce* pt of a successful DF mission from the DF control 


hs =~ me . Arey esac ec a Le 
Ly ses seas LON. pola lars BATE Papieag SOutea ec 


moy DY the an 


(i 


fv 


Mm@eemws <O See if the transmitter, in the form of the pointer 


Mm 


BememnsG, is contained on the master target list of th 


ct 
HEL 
@ 


analysis element. Pesce neetransmet ces 25 On the list, 


1 





oeeepomterminates. Lf mot, th= routine adds the transmitter 


to the target list, terminating the routine. 


ANLSET Pointer used to indicate the DF station that 
located the transmission's source. 

DFRPTMSG Pointer used t0 indicate the DFMISSION that was 
sucessfully terminated. 


OUTPUT VARIABLES 


none 
CALLED PROS EVENTS SCHEDULED ROUTINES CALLED 
Or. FIX IGUODOVE PAC eeCr ur 


No block diagram is provided for this routine. 


Pee ovGENT DF.SHOT 


Lass 


(D 


vent is used to simulate the direction finding 


attempt b the DF stations and the subsequent ‘analysis! 


a 


performed by the DF elements. Initially, the status of the 
Variable DFMISSION is checked to determine if ‘this mission 


has been previously completed, initiated too late, Or 


th 


assignabie. a Piel oes of eso COUDLete, che <Vvsnt ends 
because the mission had been completed, and therefore no 
need to reassign the missicn exists. Pemcie.oo Seaton 1s 


moon 2dic mode, this is an indication that the DF statioa 





meteporced =O locate the transmitting station after the 
transmitting station had completed its transmission, and, 
+hus, the DF station was too late in its DF attempt and the 
moutsne ends. However, if the transmitter is still active, 
Swene DF.SHOT calls the routine RCV.SIG to deténmine if the 
Meestation has the ability to intercept the transmission. 
Mmemenis occurs, then the routine LOB is cailed to simulate 
+he line of bearing obtained by the DF station. The routine 
then Simulates the transmission of a mission complete 
message by scheduling a COMMO.ATTEMPT and calling «the 
routine DF.FIX, after which the routine ends. Had the DF 
station been unable to intercept the transmission, the event 
DF.SHOT would have been terminated. 

INPUT YARIABL3S 

BeoLts Pointer used to denote the DF element that is 

being called upon to locate a transmission. 


DFMISSION Pointer used to indicate the zransmission. 


OUTPUT VARIABLES 


= oe ee ee ee ee St oS SS ee = 


none 

CALLED FROM EVENTS SCHEDULED ROUTINES CALLED 
MeeooLGN.MISSILON COMMO.ATTEMPT Re V2 a lG 

DEF. MON : LOS 


megute 5 is a block diegram of this event. 
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ee SOL 


iw 


has the mission yes 
been completed? 

arn 
no 


$+ 


is-the DF station yes 


on ancther ae. 
=a retu 
RCV.SIG 


Can he seaceon ear no 
the transmission? 

















Paguse 5 PeoGckmUdagasan (EVENT DP .SHOT) 





foe ROUTINE EW.CREATE 


r1, 


The routine EW.CREATE reads the technical attributes 0 
+he electronic warfare elements and assigns their EW 
menactions. Initially, the number of EW elements is ctead. 
This is used to define the amount of storage space required 
by «he EW entities. For each EW element, the name of tae 
element is read along with a 1 or 0 in a Specific column to 
indicate the element's EW capability. A example of a line 
of input tor e¢ach EW type element is provided in Table 17. 
This type of data structure generates flexibility for the 
data input. If necessary, an EW element can be given the 


capability to simulate more than one EW function. 


Table 17: BS S-eC= eile Narrare slement Data 


Station EW Slement Intercept Jan De DF Creel “Anaiysis 
Intercept 931 1 0 Q Q Q 
Jam 937 0 1 0 0 Q 
DF 934 0 0 1 0 ( 
Bee cnt l 936 0 Q 1 1 0 
Analysis 938 0) Q 0 Q 1 
High Low Configuration 
Frequency Band Radio Antenna Channels 
30000 75000 1 1 Z 

Mec er *he EW £UNCtLOn is read, the meennical 
characteristics of the EW element are read. ieee tane Lud es 


is: 





+he upper and lower beunds of the operating frequency of the 
EW element as well as the radio and antenna configuration of 
that EW element. These configurations define the power 
output of the radio utilized by the EW element and <the 
height of the antenna. Based on the elements EW capability, 
additional data is read. For exampie, if the element is a 


DF control station, the elements controlled by the station 


are read. Similiarily, the elements which report to the 
analysis station are also read at this point. Cnce@ all the 
BW elements have been read, the routine terminates. Fagure 


§ contains a sample of the data set, NEWTHES(EWDATA) , 
Meee zed by tae simulation for this thesis. 
INPUT VARIABLES 

Variables that represent the attributes of the EW 


sVements ate reed into the simulaticn in this routine. 


OUTPUT VARIABLES 


none 
CALLED FROM EVENTS SCHEDULED ROUTINES CALLED 

Seo, NALN none PW wa GA. CHO 

Nemeolock diagram is provided for this routine, however 


Figure 6 is an example of the input data set utilized. 
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A 16 Nigger OF EW. POSTTIONS 


4 1 0 0) Q Q INT POSITION 1 
30000 75000 1 1 TECH CHAR 

2 1 Q 0) Q iN POStrtGn 2 
30000 75000 1 1 2 Teens CHAR 
B35 1 Q 0 0 0 LN Bose trON 3 
50000775000 1 1 Z DEGH. CHa 

~ 0 1 0 0) DF POSITION 1 
300090 75000 1 1 TECH. CHAR 

= 0 1 0 0 DE POSTION 2 
BogO0O0 759000 1 1 TSed.. SHAR 

Q 0 1 1 Q DEF eos Ad CNTL 

30000 75000 1 1 CH. CHAR 

10 3 Jon 332 9373 NET AND LNTCE STA'S 
POR ONTROL 

3 934 S25 936 DF STATIONS IN NET 

a3 7 0 1 0) 0) 9 JAMMER 
30000 75000 4 1 TECH. CHAR 

8 Q 0 Q 0 1 ANALYSIS POSITION 
meen 932° 933 ° 936 937 REPORTING STATIONS 


Bagure 6: Data set NENTHES (EWDATA): Routine EW.CREATE 


J. meULiInNn EW. DATA.ECHO 

This routine provides a stimmary of the EW actions that 
have occurred during the simulation. Upon termination of the 
Eeuba-10n, the routine initially provides a summary of the 
EW elements capabilities and the electromagnetic frequencies 
against which the EW elements performed EW actions. The 
routine also provides a summary of the intercept, direction 
Bemerng, and jamming actions. 


INPUT VARIABLES 


Fell 





OUTPUT VARIABLES 


oe ae = an ee Oe Seem ee 


none 
CALLED FRO BVENTS SCHEZOULED ROUTINES CALLED 
STOP.SIMULATION none none 

EW.CREATE 


Memorock diagram iS provided for this routine. 


Ke. ROUTINE EW. INITIALIZE 

Routine EW.INITIALIZ&S defines the specific EW actions to 
be employed against specfic type nets. Peevey, the 
routine reads +he vaiues cf the variables that define the 
Parameters of the different EW functions. This includes the 
Maximum number of DF missicns that a- DF station can operate, 
the tuning times for DF monitoring, and times for the length 
of jamming. Maem the fyoutine reads in the net type and the 
meeearo BPW action that is planned for that ret. Figure 7 
has a samole of the data set utilized by this routine. The 
first two rows indicate the average number of times she net 
must be intercepted in order for the net to be interpreted 


4 


Meme? . SOSC tic type net. These values ars utilized by the 
PICKUP routine as the parameters of various random number 


generators used to simulate intelligence gathered. The next 


three rows are the preplanned EW actions that are assigned 
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BO che specific type net. mais when a Net as identified, 
the disposition of the EW actions planned against the net is 
determined by this routine. The routines employed by 
EW.ROUTINE refer to these values when determining the EW 
functions +o be employed by the EW elements. In the data 
set, she columns refer to a specfic type net. A one (1) in 
miencoOrtesponding row of that column indicates that the EW 
action should be initiated against that net type. A zero (0) 
Mmemarcates no SW action is planned for the net. For example, 
the one (1) in the first row of column Five (5) indicates 
that a jamming action against net type 5. The zeros in the 
Meme twWO ©rOowS denote that no intercept or direction finding 


actions are planned for this net type. After the EW actions 


rf 


are read, the routine reads the sweep rates and fraquency 
bandwidths of the jammers and terminates. 


INPUT VARIABLES 


none 
CALLSD FROM EVENTS SCHEDULED ROUTINES CALLzeD 
See st RUCTURE none none 


vo 





igmehock diagram iS provided for this routine, however 


e 


figure 7 is a sample of the input data. 


1 peo tos 0) 6B ORO 180.0 300.0 180.0 0.60 
8 10 10 10 10 1010 #1310 310 10 310 10 QINTID rt 
meso 30 30 j20 20 20 20 20 20 20 20 INTID({I,2 
0 QO 0 0 QO 1 0 0 0 0) Q Q JAMAC | 
| ae 1 0 1 9 1 1 1 1 1 1 COMACT (TI 
io 1 1 0 Vie 0) 1 1 1 1 1 1 DFACT (TI) 
2 5 ND Sacer RALES 
S 100 500 2000 JAMMER BANDWIDTHS IN KC 


Figure 7: Data set NEWTHES (EWDATA): Routine EW.INITIALIZE 


LT. ROUTINE ER, ROUTINE 


[Maes rcoultine is the heart of the electronic warfare 
modules. SwevounrmNs Sas’ “called ¢ach tee — there. 1S a4 
conmunications attempt Irom the event COMMOcATREMeT 5 
Phitially, SW.ROUTINE calls the routine JAMLOOK to determine 
if the transmission passed to the EW.ROUTINE is on a nét 
currently beirg jammed. I£ this is the case, then all other 
EW actions ar¢ bypassed and the EW.ROUTINE ends. However, 
if JAMLOOK determines that no active jammer is presently 


the 


ad 
ty 


Meetoned tO the net, EW.ROUTINE next determines wheth 
meemem. SS2On 1S On a net type that is ‘friendly', and if so, 


Suemenet is not eligible for EW actions andthe routine 


8 0 





terminates. cine —enCem——ouc? GL DLe for SW acticns, 
EW.ROUTINE calls the routine DF.MON to determine if a DF 
Station is HON cOLing ss.) ene transmission's frequency. 
EW-ROUTINE then determines the eligibility of the net for 


interception. If the net can be intercepted, then a time of 


ere 
a7) 


interception is generated dependent upon whether the net 
known or unknown. If the net type is known the time of 
interception will be less than the tine of interception if 
*he net is of unknown type. If the net type is known, the 
routine MON.PROB is called to provide a probability that the 
DF station is monitoring the transmission's frequency. igs 
the transmissicn iS monitorable, the routine RCV.SIG is 
eeered to determine if the EWe Stat. On Gan hear the 
Sega smission. Whenever this is true, EW.ROUTINE calls the 
Routine PICKUP to complete tne EW actions against the target 
n2t. Tf the transmission had been on @ net type that was 
unknown, EW.ROUTINE would call the Routine BUS.PROB to 
determine if the interceptor was busy. bro the Inter cepcor 
Meeenot busy, chen a time of interception would be generated 
eeemcompared to the length of the transmission. 3 apa eG 
transmission was interceptable, then RCV.SIG and PICKUP are 
eq ied. (2one ee SCulE tt <fOMLEe meu rOUtane PICAUP, ceW.ROUTINS 


terminates. 
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EW.ROUTINSE 


J AMLOOK 


2S JaAMMer ACTIVE Pa ——— es 


ho 
DF.MON 


is the net eligible no 
EOD ice LGep ct, On? 


Poncke Beegquency no 
W/in Tote rcept eae, J 


yes is the net type no 
known? 




















5US, 
the intercept 


rg 


reeurn 
7 RCV.SIG 
Can the intécept no 
hear the nec: 
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INPUT VARIABLES 


MSG Pointer used te) denote the transmission 
investigated for possible EW actions. 

CALLRT Pointer used to denote the element that is 
attempting +o communicate. 

RECRT Pointer used to denote the receiving station of 


the transmission. 


none 

CALLED FROM EVENTS SCHEDULED ROUTINES CALLED 

Geno. ATTEMPT none BUS.PROB JAMNLOOK 
DE wmcoN RYVC.SIG 
MON.PROB PICAUP 


mmeece> 8 2S a block diagram of this routine. 


The event JAM is scheduled in the routine each time a 
jammer is available and the jamming station can tune to the 
[ewes trequency prior to termination of the transmission. 
Initially the jam mission is assigned to an available jammer 
and added to the jamming mission target list. Then che 


event determines if the jammer is utilizing spot jamming or 


eS) 





barrage jamming. If the jammer is utilizing barrage 
jamming, the event terminates. However, if tae jammer is 
utilizing spot jamming, then the event schedules a LOOK.THRU 
to determine a length for the iamming mission and the event 
ends with the initiation of a jamming mission. 


ied VARIABLES 


= Se oe oe eS Se Ee ce 


ct 


TGTFR Pointer used to denote the frequency of the ne 
over which a communications attempt is being made. 

JAMSTA Pointer used to denote the jamming statioa 
asSigned the jamming mission. 


OUTPUT VARIABLES 


BE ME = = = —— Oe SS Re 


hone 
CALLED FROM EVENTS SCEEDULED ROUTINES CalLbed 
JAMLOOK LOOK. THRO none 


No block diagram is provided for this event. 


Pees ULTINE JAM.ASSIGN.MISSION 

Routine JAM.ASSIGN.MISSION is called by the routine 
TACDECIDE to Simulate the assignment of a jamming mission to 
the jamming ¢lements. Diecntes fOUTz ne, che net type over 
M@eeae che transmitting station is attempting to conmunicate 
is added to the target list of the appropriate jamming 


element and the routines terminates. 
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INPUT VARIABLES 


JAMSET Pointer used to denote 
which the mission is being 
Sip. fGT Pointer used to denote the 


target list cf the jamming 


faeeeCiIDs hone 


the 


jamming element to 
assigned. 
net +o be added to «he 


element. 


GE 26 ase See eo Sa coe > == a 


Wemoleck diagram is provided for this routine. 


See sOUTINE JAMLOOK 


The routine JAMLOOK is called by the routine EW.ROUTINE 


to determina if a jammer is jamming the frequencv of the 


net 


over which the transmission is attempted or if the frequency 


1S identified as a jamming 


available, then KJAM is set equal 


ean get 


If a jammer is 


f£o-one Chile, 


dene cing 


jamming, and the routine ends since all other EW actions are 


masked by th jam mission. ihe 


EW action planned against the net. 


Sememecae routine determines if 


has been identified and has a 


there isa 


there is no jamming in 
ieee wegeeeapSsnesSsSion is 


jamming as the 
If the net is jammable, 


jamming station 





available +o be assigned a jamming mission. If no jammer ils 

available, then the routine returns to EW.ROUTINE. However, 

if a jammer is available the routine RCV.SIG is called to 

determine if the jamming element has the ability to 

intercept the transmission. If the jamming station can hear 

+he transmission, then an event JAM is scheduied and the 

routine terminates returning the value of KJAM se) 

EMO ROUTINE. 

INPUT VARIABLES 

CALLRT Pointer used to denote the scurce of the 
transmission. 

MSG Pointer used to denote the transmission passed tc 
JAMTOOKR tron EW. RCULEINE. 

OUTPUT VARIASLES 

KJAM Variable used to denote the status of jamming with 


2spect to the transmission. This variable can be 


set in two modes; 


Q = no jamming in progress or scheduled. 
1 = Eo 1n progress or a JAM has been 
Scheduled 
CALLED FROM EVENTS SCHEDULED ROUTINES CALLED 
PaesOuU TINE JAM RCV.SIG 


Figure 9 is a block diagram of this routine. 
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J AM LOOK 


yes is jammer 


jamming net? 





RCV.SIG 
can jammer no 
eccup nes: 


yes return 


do 





Figure 9: Bicck Diagram (Routine JAMLOOK) 
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PeeenOULINE LOB 
The routine LOB is used to simulate the taking of a line 

of bearing from the DF station to the transmitting station. 

INPUT VARIABLES 

SyeLRT Pointer used to denote the transmitting station 
whose locaticn is being sought. 

oer 5 Pointer used to denote the DF element taking the 
line of bearing (LOB). 

OUTPUT VARIABLES 


PHI Pointer used to denote the value of the LOB 


calculated in the routine. 


Deo nO T none none 
No block diagram is provided for this routine, however the 
equations used to calulate PHI are provided in figure 10. 


THETA = ARCTAN.F((YT-YD), (XT~XD)) 
PHI = THETA + NORMAL.F(0., EROR, 23) 


Maes AT = CURKENT X-COORDINATE OF THE TRANSMITTING STATION. 
We — CURRENT Y~COORDINATE CF THE TRANSMITTING STATION. 
meee CURRENT X=COCOORDINATE OF THE DF STATION. 
mie eurn cn: f>cOORDINATE OF THe DF STATION. 

BRO a = error factor euae the DF station cannot 


Seen ees oadance he exack 1ocasion 
Oe we eratSmetting Station. 


Figure 10: PHI Equaticas (Routine LOB) 
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Or mvt LOOK. LakU 
Pye even. LOOKXK.THRU §~ 45 Schedule in the event JAM to 


Simulate the actions cof a jamming station while it is 


actively jamming a net. Since the no communications are 
possible during a jamming action, the jammer has no 
knowledge of the effectiveness of the jamming. Hence the 


jammer must stop jamming long enough to determine whether 
the transmitting station is still attempting to communicate. 
Initially, LOOK.THRU determines if the jammer has exceeded 
the jamming «ime, then the event shuts the jammer down and 
terminates, however if the jamming time is not exceeded, the 
event checks the target list to determine if there are 
jamming targets available. aA target is considered available 
if the net has been identified and the net has jamming as 
the EW action planned against it. Ef-~chere is a target 
available event JAM is scheduled. If no target is available 
the jammer is shutdown and the event terminates. 

JAMSTA Points> used to dénote the jammin Stach perng 


checked. 


Sa 





LOOK. THRU 


> Aha 


O es ele On a 
ene 2oo Long: 







are there 
targets? 


no | shutdown 
Be 





assign 


JAM 





Peaqi@en ii: sme cek Dlagram (Event LOOK.THRU) 





CALLED EROM EVENTS SCHEDULED ROUTINES CALL=D 


JAM LOOK. THRU none 


Figure 11 is a block diagram for this event. 


MmeeeROUTINE MON.PROB 
This routine is called by EW.ROUTINE to provide that 


routine with a value to compare a probability that the net 


can be intercepted. 


PR.MON Pointer used to denote the value of the nonitoring 
DEO ba boat y. 

CALLED FROM EVENTS SCHEDULED ROUTINES CALLED 

Eee nOUTINE none none 


No block diagram is provided for this routine. 


SeeeeROUTINE NEW.COMINT.REPORT 

Boe tne  NEW.COMINT. REPORT 15S called by the routine 
Penge tO Simulate the actions of the parent analysis 
Pea on of the EW olatoon. iA aliy, the routine 
determines whether the net type is on the master target list 


of the the analysis station. If the transmitting net is 


a1 





intercepted for the first time, then the net is added to the 


master <target list of the analysis station andthe net 


ip 


becomes an EW.TGT. Then the new EW targsts, as well as th 
*ransmissions that were determined to be old targets, have 
their number of intercepts identified compared to the INTID 
value assigned in the routine Bie oN Pera 2B. These 
comparisons are utilized to determine whether the net is 
maen=atied or not. Tf the net is identified for the first 
cine, the routine TACDECIDE is calied to determine the 
appropriate jamming action to be initiated against the net. 
After NEW.COMINT.REPORT determines whether the net type is 
known or unknown the routine passes this infornation to tne 
Routine PICKUP and terminates. 
INPUT VARIABLES 
Pies it Pointer used to denote the intercept station that 
Nace tercepted =he Eransmissior. 
ZEATGT Pointer used to define the transmission as a 
Speci r1c EW target. 


OUTPUT VARIABLES 


none 
CALLED FROM EVENTS SCHEDULED ROUTINES CALLED 
PICKUP none LACDECI DS 


meee] 12 1S a block diagram for this routine. 





NEW. COMINT REPORT 


yes is this a 1st————no 
ntercept? 


update the 


target list 











is this a 1st no 





TACDECIDE 





to 
ae 


eegqure 1 BEoeckK Diacareme(Rouc. ne NEWSASSIGN.MISSION) 
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Geen OULTINE PICKUP 


DromrCou=rn- PRCKUP ~2S5¢Galied by the routine EW.ROUTINE 


+o 060ossimulate *he intercept and analysis Munes20nS -Cf 
electronic warfare. iriclzally; PICKUP determines whether 
*he net type of the transmission is Known or unknown. Le 


the net type is unknown, the routine creates an EW target 
eeeaddsS the net to the target list. The routine then 
«ransfers to &n analysis section that simulates attempts to 
Geemes intormation concerning the net. Titer [race on 
determined by the time of interception of the transmission 
eeoeecome length cf the transmission is compared to a cutoff 
value. [hee Geaction as Greater than the cutoff value, 
then enough of the transmissions was intercepted to gather 
Seme inftormazicn concerning the net. ies “2022 taes on 
anecrements the number of times this net is intercepted. 
When the number of intercepts is sufficient, the net is 
considered identified and the reutine NEW.COMINT. REPORT is 
called to add the net to the naster target list. oe, 
Meimevet, i <Ne rraction was less than tne cutoff value, then 
P@emerdansmission was too short to provide any information, 


Gmamene routine would terminate. 
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If the net type of the transmission was initially known, 
then the PICKUP routine determines if the net is cleared for 
mescce?On finding actions. Tf the net is not cleared for DF 
actions, then the routine transfer to the analysis section 
described in the previous paragraph occurs. me ehe Net is 
Cleared for DF actions, then PICKUP determines if the DF 
stations are idle or busy. If the DF stations are busy, 
analysis is again performed and the routine terminates. 
However, if the DF stations are idle, then the routine 
Simulates the assignement of a DP mission by scheduling a 
COMMO.ATTEMPT to assign the mission and calis the routine 
DRCALL to assign *he mission. 

INPUT YARIABLZS 

MSG Pointer used tO denote the transmission 
intercepted. 

e2LLRT Pointer used to denote the transmitting station 
being intercepted. 

iacCRT Pointer used to denote the intercept station that 
intercepted the transission. 

Oi Pointer used to denote the time of intercepticn of 
the transmission. 


Oieeeus VARTABLES 


eS) 





Pre Kur 







create a 
target 


Mov hmaicc2 ch Of as 
msg intercepted 
<SGuc one? 


use beib linge 
no 
nectn~ nO 
1eda? 
yes ~eturn 


DFCALL 
COMMO. ATTEMPT 


NEW. COMINT. REPORT 


Beguteis: Slock Diagram (Routine PICKUP) 
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mae ROUTINE COMNO SAL i oae T DFCALL 
NEWS CORENT GS RSPORT 


Figure 13 is a biock diagram of this routine. 


MeeeeaOUTINE TACDECIDE 

ROutine TACDECIDE simulates the decision process of the 
analysis position's ccmmander when determining whether a net 
should be jammed or not jammed. The routine initially 
determines the disposition of the EW actions planned against 
fue n2t. Tf jamming actions are planned against the net 
then the routine JAM.ASSIGN.MISSION is called to assign the 
jamming mission and the routine terminates. If the net type 


has no jamming actions planned, the routine terminates. 


INPUT VARIABLES 


Sup. IGT Pointer used to denot2 the net type to de 


assigned or not assigned jamming acczions. 


ct 
ty 


P2OC.SITE VOincer used +o denote tne EW element. 


Sueur VARIABLES 


—_— a eS SS oe oe wn ee ee ee ee oe 
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CALLED FROM EVENTS SCHEDULED ROUTINES CALLED 


DF. REPORT n 
ewe COMINT. REPORT 


Woeplock diagran 


Ve ROUTINE TRIG 
Rs roucane 
ieceatuon of a tra 


bearing had been 


co5 ee 


OUTPUT VARIABLES 


ae a jae ae Ee ee ae a a oe 





— SE a Es SS Soe Ce =e 


one JAM.ASSIGN.MISSION 


is Dprovedecd for chis routine. 


is used to Simulate the calculation of the 


nsmitting station after sufficient lines of 


taken. 


Values used to represent the x and 


(D 


V=GOosgdidees Of <ne transmitting Station 
and the DF station, respectively. 

Value used to represent the line of bearing 
determined in the routine LOB. 

Value used to denote the number of lines of 


bearing calculate in the routine DF.FIX. 


meee, Y.DF Paiemeehiiarted pos.tzon Of the transmitting 
Sea eo On. 

CALLED FROM EVENTS SCHEDULED ROUTINES CALLED 

Die FLX none none 


No block diagram 


mowpGevided fOr this routine. 
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ims appemaax OUutl@mes the Statistical procedure for 
testing if the means of two populations are equal when the 
variance of «he populations is unknown but assumed equal. 

The statistic to be used is the T-statistic and is 
defined by the following formula: | 

mea XZ) atop X 1/N1 + 1/2) 
In this formula X1 eguals the nean of the irst sample and 
X2 ¢guals the mean of the second sampiée. SP eguals the 
pooled standard deviation of the two samples. N1 is the 
number or observations in the first sample and N2 is the 
Number of observations in the second sample. The gue. 
hypothasis to be tested is U1=U2 where U1 is the actual nean 
of the first population and U2 is the actual mean of che 
second population. The alternate hypothesis is that U1>U2. 
At the desired level of significance the actual value of the 
T=seatis*=ic can be found in a T-statistic table. 
The null hypothesis is rejected if Tf of 1I-alpha with degree 
of freedom of (N1#N2)-2 is less than the test T-statistic 


computed from the data. 


SPS, 





The nonparametric U-Test is used as an alternative to 
the two sample t-statistic. In this test, the assumption 
that the two populations sampled have normal distributions 
is not made. Instead, the nuli hypothesis is that we are 
sampling identical continuous populations and the 
alternative hypothesis is that the two populations have 
unequal means. 

Mueecne ts) Anvelving different remaining nilitary 
worths, the U-test procedure would be as follows: there are 
two sets of data representing remaining nilitary worths for 
foecuns with no jamming initiated and 10 runs with jamming 
conducted against the blue POpeCes) .deta 1er y forward 
observers. 

Jamming Somes ee. 2 oes 30.9 36.56 34.1 38.6 38.0 36.4 
Remini 1G 30,7 37.7 43.2 40.5 37.7 38.5 37.2 38.5 37.7 38.2 

First, arrange the data in increasing order as if the 

two samples were one sample. Assign a rank to €ach piece of 


data. If there are ties, assign to each of the tied 
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observations the mean of the ranks which they jointly 
occupy. In this example, there are several ties. TO 
illustrat? the procedure for ties we observe that the 
percentage 37.2 occurs 3 times and would occupy ranks 6,7, 
and 8. The mean of these ranks is 7 therefore each of the 
37.2 percentages would be assigned the rank of 7. The 
jamming sample occupies cranks 
pemerro, 10, 10,13.5,15.5,15.5,19, and 20. The no jamming 
Peer OCCUpies ranks 1,2,3,4%,7,7,12,13.5,17, and 18. W1 is 
defined as the sum of the ranks of the no jamming samole and 
W2 is defined as the sum of the ranks of the jamming sample. 

W1=84.5 

W2=125.5 

Ui=W 1-n 1x (n1+7) /2 

O2=W2-n2x(n2+ 1) 72 

moa this calculation, niand n2 represent the number of 

observations in each sample. Under the null hypothesis, the 
means and the variances of U1 and U2 are: 

E(U1)=E (U2) =n1xn2/2 and 

Var (U1) =Var(U2) =nixn2x (n1+n2+1)/12 
Using the data in this example, the test is as follows: 

1. Ho: ul=u2 


25 lele ebayer 
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Sewer cad Fedilon® 
Z<-z2Z (.05) =-1.645 where z=(U1-E(U1))/ Var (U1) 
u. Computations 
U7=84.5-(10x11) /2 = 29.5 
BE (U1) =ntxntf2=10x1l0/2 = 50 
Var (U1) =10x10x21/i2 = 175 
z= 29.5-507 V¥175 = -1.55 
papeece 2Z=— 1.559 2S dredecr than -z{.05), we do not reject 
the null hypothesis and must conclude that at the level of 
Significance of .05 the means of the two samples are equal. 
Further analysis at various levels of significance shows 
Maat ae levels Of Significance greater than or equal to .10, 


mae null hypothesis will be rejected. 
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